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=¥ === (Technology Cybersecurity Assessment Matrix : TAM)

INnounNNIsUs:=LJu

1 Backer e CSOC/S50C ?

2. Antivirus Software *

3. A Control (Public ua: Pri t)* 9 — LS
4. P:iﬁzsge:i:ncessuhd;zagem;:ta(:ﬂtM) ® n—]la\) HSE) D—]\) ?

e Uovnula 100% ?

3 *

12. Software Update -> Optional
13. Penetration Testing -> Optional
14. Disaster Recovery site (DR) -> Optional
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NIST INCIDENT RESPONSE
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Technology / Tools

e InAluladinanntss: Wazuh SIEM

e WS / Open Source

e SOUADJAIINSO SIEM +
Vulnerability Detection +

WAZUH Alerting
* SOLSUNISYANAU SW. llas

diuisouegn dashboard mu
1- 4 vCPU 8GiB 50G h LjDEJ\)—] u
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Wazuh central components

Endpoints CI W. server cluster

Server

E Master node O m W. dashboard
Analysis engine = i
AP

Wazuh agent

Wazuh agent

Nodes communication O
master- worker Ej
MISP

Lapto Threat Sharing
pLop Network ‘ p W. Indexer

Wazuh agent O load . E Worker node
balancer

Vulnerability
Deskt
_

Analysis engine —O Wazuh indexer node o-o{;)° n8n
Cloud instance .
Detector ® 4
—] ® 1..n
‘ Wazuh agent ’ @ OpenAI

—O Wazuh indexer node

r Virtual machine C E Worker node 4+ Gemini

‘ Wazuh agent
Analysis engine Filebeat 0
Vulnerability N
Detector wsou

MOPH Notify
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